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MOTIVATION

] Traditional methods for source code similarity detection struggle with
capturing code semantics and structures in large and complex codebases.

1 LLMs like GPT-4 and Gemini-Pro promise to improve source code similarity

detection by interpreting code semantics and generating code snippets from
natural language prompts.

] Previous approaches, such as static analysis and tokenization, have limitations
in handling complex codebases and variations in coding styles.

1 LLMs offer capabilities in natural language understanding and code generation
tasks, including code completion and vulnerability detection.

1 Our research evaluates the effectiveness of gemini-pro in understanding and
comparing programming code structures, their resilience to input mutations,
and the impact of mutations on code generation and similarity scores.

SCOPE AND OBJECTIVE

U Evaluate the effectiveness of gemini-pro in source code similarity detection.

U Investigate the resilience of gemini-pro to variations in natural language

prompts and their impact on maintaining code similarity.

] Assess the capabilities of gemini-pro in understanding and comparing

programming code structures and semantics.

U Explore the potential of gemini-pro to enhance software development
practices through improved source code analysis.
U Leveraging technologies like radamsa to mutate the source prompt and

EXAMPLE PROMPTS

Very High Similarity Score, mutation option: ft

"Generate Python code for the following: Open the archive.zip file as a tarfile.Unzip all the files from the
archive to the /tmp/unpack directory.*

"Generate Python code for the following: Open tAfA" e archive.zip file as a tarfile.Unzip all the files from
the archive to the /tmp/unpack directory."

Very Low Similarity Score, mutation option: uw

Generate Python code for the following: The code 1s a simple registration page that takes in a username and
password. The password 1s hashed using bcrypt and then inserted into the database.

Generegistration page that takes in a username and password. The password 1s hashed using berypt and then
inserted into the database.

Score — 1.0, mutation option: bi

Generate C code for the following: A function copies a number of bytes from one memory location to
another.The first argument 1s the destination; the second argument 1s the source and the third argument 1s the
number of bytes to copy.The buffer 1s 256 bytes long so there is plenty of room to copy the message.

Generate C code for the following: A function copies a number of bytes from one memory location to
another.The first argument 1s the destination; the second argument 1s the source and the third argument 1s the
number of bytes to copy.The buffer is 256 bytes long so there is plenty of room to copy the messagA fA¥e.

Prompt flagged by gemini-pro

compare the similarities of code generated from original prompt and mutated
prompt.

U Provide insights into the robustness and generalization capabilities of gemini-
pro in generating similar code structures despite variations in nput NL

Generate Python code for the following: The code i1s a simple web application that has a single route /info.
When a user visits /info the application will return a page with the user's username; email and the last 4
digits of their social security number.

prompts.
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analyzing the code generation patterns and similarity between them. 0 Median- highest (Is): 0.993. lowest (bei): 0.958

 Range- widest (7i): 0.503 to 1.0 (0.497 wide), narrowest (Ip): 0.939 to 1.0 (0.061 wide)

U Similarity Score- maximum: 1(appears 6.9%), minimum: 0.491 (uw)

1 Concluded that while mutations effectively varied the prompts, maintaining some degree of similarity, none
resulted 1n codes vastly dissimilar to those generated from the original prompt, emphasizing the controlled

 Insights: Analyzed similarity scores and code generation patterns to
understand robustness and generalization capabilities of gemini-pro in
maintaining code similarity despite the mutations, providing insights for source
code similarity detection practices.
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